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Facial Recognition Technology 
 

Facial recognition is an algorithm-based technology which creates a digital map of the face by 
identifying and mapping an individual’s facial features. 
It has evolved from looking at 3D contours of a face to recognising skin patterns. 
 
The facial recognition technology has been introduced primarily for two purposes: 
 As a compare and contrast tool meant for identification based on existing information 

or, 
 To create a repository on the basis of which the process of identification can be 

enhanced. 
 
Working of Facial Recognition Technology (FRT) 
 
 It works primarily by capturing the face & its features through the camera and then 

using various kinds of software to reconstruct those features. 
 The captured face and its features are stored into a database, which can be integrated 

with any kind of software that may be used for security purposes, banking services, etc. 
 
Uses of FRT 
 
 With the 3D biometric system and infrared cameras, facial recognition can perform 

more efficiently. 
 An organization’s premises can be secured by monitoring employees and visitors. 
 With the help of facial recognition, it will be easier to track down any burglars, thieves, 

or other trespassers, or even criminals and terrorists. 
 The process of recognizing a face takes a second or less  



 Law enforcement agencies use facial recognition to find missing people, and they've also 
used it to find missing children. 

 When combined with aging software that shows how the child would look several years 
later, facial recognition can even help find someone who’s been missing for years. 

 One surprising use of facial recognition technology is the detection of genetic disorders. 
 By examining subtle facial traits, facial recognition software can, in some cases, 

determine how specific genetic mutations caused a particular syndrome. The 
technology may be faster and less expensive than traditional genetic testing. 

 It also limits touch-points when unlocking doors and smart-phones, getting cash from 
the ATM or performing any other task that generally requires a PIN, password or key. 

 
Uses by police and other government authorities 
 
 When it comes to the population India is heavily understaffed. There are 144 policemen 

to manage 1 lac citizens, on an average and the ratio indicates how much responsibility 
each police officer would be undertaking. Thus, the intervention of technologies such as 
Artificial Intelligence (AI) and Facial recognition is very much welcome. 

 Technology works as a force multiplier and reduces the delivery time. 
 But concerns are also not less when it comes to the privacy issue of any individual  

 FRT can be used for two purposes: first- 1:1 verification of identity wherein the 
facial map is obtained for the purpose of matching it against the person’s 
photograph on a database to authenticate their identity. For example, 1:1 
verification is used to unlock phones. 

 However, increasingly it is being used to provide access to any benefits or 
government schemes. 

 Secondly, there is the 1:n identification of identity wherein the facial map is 
obtained from a photograph or video and then matched against the entire 
database to identify the person in the photograph or video. 

 Law enforcement agencies such as the Delhi Police usually procure FRT for 1:n 
identification. 

 For 1:n identification, FRT generates a probability or a match score between the 
suspect who is to be identified and the available database of identified criminals. 

 Issues related to “Misidentification, Mass Surveillance due to inaccuracy and misuse of 
the technology. 

o Facial recognition technology is indeed very accurate and no one can doubt that. 
o At the same time, a slight change in the camera angle or even the change of 

appearance will inevitably lead to an error. 

 FRT systems in the absence of data protection laws that would mandate necessary 
safeguards in the collection and storage of user data is also a point of concern. 



 There is also concern about the storage of facial recognition data, as these databases 
have the potential to be breached. 

 Hackers have broken into databases containing facial scans collected and used by banks, 
police departments and defense firms in the past. 

 
Way Forward 
 Data is a valuable resource in this digital age and that should not be left unregulated.  
 Proper data protection framework is quit important before implementing the 

Automated Facial Recognition System. 
 Changes should be made in the Personal Data Protection Bill, 2019 to ensure that it 

focuses on user rights. 
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